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SA3 thanks CN1 for their liaison statement (S3-020029 = N1-020155).

SA3 accept CN1’s proposal that sending all implicitly registered public identities to the P-CSCF solves the problem of protecting Identity Spoofing.

SA3 agrees that the ability to perform (re-) registrations without user authentication securely is a worthwhile enhancement for IMS.

SA3 have agreed that for registrations without user authentication, the S-CSCF needs to know that the REGISTER message was integrity protected. Currently it is believed that no other data is necessary at the S-CSCF to make the decision whether to authenticate or not. 

In a previous liaison (N1-020004=S3-010673 attached), SA3 suggested two further methods that could be used to protect against Identify Spoofing.

Method 2 indicated that attaching the IMPI related to the security association to messages outside the registration procedure would be sufficient to protect against Identity Spoofing.

This analysis suggests that attaching data at the P-CSCF to messages from the UE that were integrity protected can solve the Identity Spoofing problem and enable (re-) registrations without user authentications. For each issue, different data may need to be attached.

In light of this SA3 wonder whether CN1 would like to re-consider the issue of passing the implicitly registered IMPUs down to the P-CSCF, particularly if it was only included to address the Identity Spoofing problem, in favour of allowing data to be attached to SIP messages to indicate information about the integrity applied by the UE to that message. If, however, the passing of implicitly registered IMPUs down to the P-CSCF is required also for purposes other than countering identity spoofing attacks then it would only be necessary in addition to attach data to REGISTER messages from the P-CSCF to the S-CSCF to indicate whether the message was integrity-protected or not.
Actions

CN1: 

· To re-consider the issue of sending the implicitly registered IMPUs to the P-CSCF from the S-CSCF (if only included for security reasons) against the alternative of adding data to all messages to allow the S-CSCF to check the correct integrity was applied to all messages.

· To define a mechanism to carry the appropriate data (based on the above decision) between the P-CSCF and S-CSCF.

· Inform SA3 of any decisions made.
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